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Introduction
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Single Sign-On 
One Login for All Your Needs!



Developers

• Delegating a critical task like security to
an expert in authentication is a smart 
move

• It removes the need to support or code 
a user management system within the
APEX application

• This relieves the APEX developer from
managing users and worrying about the
security risks

• Not to mention the challenge of
implementing Two-Factor
Authentication and so on...

Users

• It improves User Experience by
integrating with a suitable IdP, like using
Entra ID for authentication in 
enterprises, allowing APEX login with
the same credentials

• For public APEX apps, using IdPs like 
Google or Facebook simplifies user
signup, avoiding the need for new
account details

Source of truth for identities
Single Sign-On provides a single point of authentication



Authentication
Who are you?

401 Unauthorized

Authorization
What you can do?

403 Forbidden

Authentication vs. Authorization.



Authentication.
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No Authentication (only for a public app ok, but be aware of DDoS)

Open Door Credentials (only allowed in a dev/test environment)

Custom (why reinvent the wheel and store passwords yourself?)

LDAP-Directory (insecure)

Database Accounts (only for legacy reasons)

Oracle APEX Accounts (if no external Identity Provider is available)

HTTP Header Variable (delegates authentication to external IdP)

SAML Sign-In (delegates authentication to external IdP)

Social Sign-In (delegates authentication to external IdP)



SAML

XML-based framework for 
exchanging authentication 
and authorization data 
between an identity provider 
(IdP) and a service provider 
(SP).

OAuth 2.0

OAuth 2.0 controls and 
delegates authorization to 
access a protected resource, 
like your web app, native 
app, or API service. It 
provides API security 
through scoped access 
tokens.

OpenID Connect

Extends OAuth 2.0 with user 
authentication and Single 
Sign-On (SSO) functionality. 
It enables you to retrieve 
and store authentication 
information about your end 
users. It also defines several 
OAuth 2.0 scopes to enable 
apps to access user profile 
information.

Kerberos

Uses tickets granted by a 
trusted third-party (Key 
Distribution Center - KDC) to 
authenticate users and 
services within a network. 

Authentication Protocols - What should you go for?



SAML

Included as a Built-In 
Authentication since Version 21.2+ 

(Requires DB 19+)

Alternative: Use HTTP Header 
Variable as Authentication Scheme

Setup time: 2-4 hours.

OAuth 2.0

Better known as "Social Sign-In" Authentication.
Social Sign-In was introduced in APEX 18.1.

With Social Sign-In, you can easily authenticate using Google, 
Facebook, and other social networks that support OpenID Connect or 

OAuth2 standards.

It only takes about 1-2 hours to set up!

OpenID Connect Kerberos

Kerberos is ideal for internal APEX 
environments, especially with 

Active Directory as the IdP.

It is well-known for use in Microsoft 
Windows networks, but it also 

works on macOS.

Setup time: 4-8 hours

Authentication Protocols - What should you go for?



Social Sign-In!







• Both are a cloud-based platform

• Both IDPs are free, making it a great starting point for learning

• You can manage both - cloud and on-premise - Apps

• Oracle APEX integrates easily with both IDPs, requiring no to minimal 

coding and can be done in about 30 minutes

• Many customers use Entra ID, so it makes sense to take a closer look at it

Why Oracle IAM/Entra ID?



Let´s dive deeper
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Implementing Social Sign-In 
in APEX.



OCI Configuration for Social Sign-In.



APEX Configuration for Social Sign-In.



Social Sign-In!



Manage User rights in APEX using 
Oracle IAM Groups!



Manage User rights in APEX using Oracle IAM Groups!



Manage User rights in APEX using Oracle IAM Groups!

Controlling Access to…

• Applications

• Pages

• Page Components





Multi-Factor Authentication!



By adding an extra barrier and layer of security, MFA can stop
more than 99.9 percent of attempts to hack into accounts!



• Security Questions: Users verify their identity by answering a set number of questions after entering their
username and password.

• Email: OCI sends a one-time passcode to the user's primary email for second verification.

• Duo Security: Enable Duo Security for MFA, allowing users to authenticate via the Duo App or other factors.

• Fast ID Online (FIDO): Configure FIDO authentication for users to utilize external devices like YubiKey or internal 
devices like Windows Hello or Mac Touch ID for identity domain authentication.

• Mobile App Passcode: Use an authenticator app like Oracle Mobile Authenticator or Google Authenticator for
generating OTPs.

• Mobile App Notification: Send a push notification with an approval request for login attempts. After entering
credentials, a request is sent to the user's phone app, and they tap Allow to authenticate.

• Text Message (SMS) or Phone Call: Users receive a passcode via text or call for use as a second verification
method after entering their username and password.

Authentication Factors!



Multi-Factor Authentication (MFA) in OCI.

Enabling Multi-Factor Authentication Creating a Sign-On Policy to activate MFA



Multi-Factor Authentication!





Passwordless Authentication!



Passwordless Authentication!



Passwordless Authentication!



Setting up Username only Sign-In!



Setting up the Identity Provider Policy!



Passwordless Authentication!





Conclusion!



High Security

Low Security

Inconvenient Convenient

Password + 2 Factor Passwordless

Password



RIP passwords - the future is passwordless!



Single Sign-On between OCI and Azure!



By setting up a federation between Azure and OCI 
IAM, you allow users to access services and 

applications in OCI using their Entra-ID Credentials.



SAML Authentication Flow



Single Sign-On between OCI and Azure!

To make this work, the user you're
using for Single Sign-On needs to be in 

both OCI IAM and Entra-ID!

From now on, both identity access
managers can be used. In this case

OCI and Azure.



Wrap-up
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Super easy to set up

Makes things smoother for users (like with Single Sign-On)

Boosts security (think MFA)

Helps everyone get more done

Opens the door to sign in without a password

Top five.



Blog

Scan me!



Are you interested?

Timo Herwix
Senior Consultant

Telefon: +49 2102 30 961-0
Mobil: +49 176 20185455
Mail: timo.herwix@hyand.com

@Therwix

Timo Herwix

tm-apex.hashnode.dev
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